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1. Background
SA2 has been discussing two approaches for enabling 5G registration and re-registration via untrusted non-3GPP access. The key differences of these approaches are shown in Fig. 1 below.
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Fig. 1

Approach #1: 
The UE performs a 5G Registration procedure (or a 5G Service Request procedure) by encapsulating NAS messages inside IKEv2 vendor-specific payloads. After the 5G Registration (or the 5G Service Request) is successfully completed, an IPsec SA is established between the UE and N3IWF and further NAS messages are exchanged within this IPsec SA.
· Requires extensions to IKEv2 (e.g. use of Vendor ID for NAS message encapsulation);
· Applies only to untrusted non-3GPP access where IKEv2 is used.
Approach #2: 
The UE performs a 5G Registration procedure (or a 5G Service Request procedure) by encapsulating NAS messages inside EAP packets and then carrying EAP packets inside IKEv2. After the 5G Registration (or the 5G Service Request) is successfully completed, an IPsec SA is established between the UE and N3IWF and further NAS messages are exchanged within this IPsec SA.

· Requires no extensions to IKEv2;
· Requires a new EAP method for encapsulating NAS messages. However, this new EAP method will be required anyway for trusted non-3GPP access;
· Applies to both untrusted & trusted non-3GPP access.
As shown in Fig. 2, since Approach #2 is independent from IKEv2, it can be applied to both untrusted and trusted non-3GPP access. In other words, with Approach #2, the (re-)registration and service request procedures can be the same in both untrusted and trusted non-3GPP access because they both rely on NAS-over-EAP. On the contrary, with Approach #1, the (re-)registration and service request procedures will be different in untrusted and trusted non-3GPP access because it relies on IKEv2 which can be used only over untrusted non-3GPP access. 
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Fig. 2

2. Registration with Approach #1
This approach #1 does not work if we want to maintain the same AMF behaviour as in 3GPP access and to have common signalling procedures over N2.

Fig. 3 below shows how the UE can register to 5GC via untrusted non-3GPP with approach #1 (NAS-over-IKEv2). This figure shows a simple scenario where the UE has a valid security context for the PLMN it wants to connect to. This valid security context exists in the UE e.g. because the UE is registered to the same PLMN via 3GPP access. The UE sends a NAS Registration Request encapsulated in an IKE_AUTH request message, the AMF accepts this request and responds with a NAS Security Mode Command. The AMF sends also to N3IWF the necessary security key that is used to validate and calculate the AUTH payloads exchanged with the UE (in steps 3 and 7). After step 8, where the IPsec SA is successfully established between the UE and N3IWF, all subsequent NAS signalling is exchanged over this IPsec SA.
NOTE: The step of N3IWF discovery is omitted in Fig. 3 and in all subsequent figures.
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Fig. 3: Registration with Approach #1 (simple case)

In more complex registration scenarios, as the one shown in Fig. 4, the registration with approach #1 can become cumbersome and may lead to multiple failures of the IPsec SA establishment in the case of re-registration where the UE uses Temp-ID and the AMF does not retrieve the UE context. In this scenario, the AMF receives the NAS Registration Request and decides to request the UE’s SUPI (step 6). The N3IWF cannot include an AUTH payload in step 9 (because it has not received the appropriate security key from AMF), so it rejects the IPsec SA establishment with an error cause (Error-1) that tells to UE to re-start another IPsec SA establishment without using EAP authentication. When the AMF receives the SUPI from the UE (in step 12), it decides to authenticate the UE using EAP-AKA' and sends an NAS Authentication Request in step 16. Again, the N3IWF cannot include an AUTH payload in step 18 (because it has not received the appropriate security key from AMF), so it rejects again the IPsec SA establishment with an error cause (Error-2) that tells to UE to re-start another IPsec SA establishment but this time with EAP authentication.
From Fig. 4 it is concluded that the registration procedure with approach #1 (a) can lead to multiple failures of the IPsec SA establishment and (b) may require new parameters sent from AMF to N3IWF on the N2 interface that help N3IWF decide what type of error to send to UE (see steps 9 and 18).
Fig. 4 shows also that the EAP-AKA’ authentication (steps 15-25) is not executed within a single IKE AUTH exchange as normally but is executed across two different IKE AUTH exchanges (steps 15-18 and steps 20-25). This behaviour is not in line with RFC7299 which assumes that an EAP authentication starts and terminates within the same AUTH exchange. It is not clear if this issue could be resolved without impacting the AMF NAS state machine and without introducing new parameters on the N2 interface. 
In addition, we note that although the EAP/AKA-Challenge messages (in steps 18, 20) are encapsulated into NAS messages, the EAP-Success message (in step 25) should be included in an EAP payload (not in a NAS message) because the message in step 25 should include an EAP payload according to RFC7296. This makes this solution quite complicated too because sometimes the EAP messages are included in NAS messages, some other times are included in EAP payloads.
For all these reasons, the message flow shown in Fig. 4 is not a feasible solution. An alternative flow is considered in Fig. 4b in which the UE in step 11 starts an AUTH exchange with EAP (i.e. without including the AUTH payload). However, even this flow is unacceptable because the message in step 15 should include an EAP payload, as said above (according to RFC7296) but it cannot include an EAP payload if the AMF in step 13 does not decide to re-authenticate the UE.
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Fig. 4: Registration with Approach #1 (more complex case)
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Fig. 4b: Alternative registration with Approach #1 (more complex case)

3. Registration with Approach #2

Fig. 5 provides an overview of the signalling with approach #2. Between the UE and the N3IWF a new EAP method is used, called EAP-5G. This EAP method is not used for authentication but only for encapsulating NAS messages (NAS PDUs) between UE and N3IWF. If the UE needs to be authenticated, an inner EAP method (e.g. EAP-AKA’) is used. The EAP-5G method will be defined as a "vendor-specific" method using EAP packets with "Expanded" type, as defined in RFC 3748. 3GPP has defined a "vendor-specific" EAP method called EAP-LWA (see TS 33.401, Annex G) which uses the existing 3GPP vendor-id registered with IANA under the SMI Private Enterprise Code registry (see https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers). 

The EAP-5G exchange starts when the N3IWF sends a EAP/5G-Start message to UE (step 3b) and terminates when the UE sends a AP/5G-End message to N3IWF (step 8a).
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Fig. 5: Overview of Approach #2

Fig. 6 shows how the UE can register to 5GC via untrusted non-3GPP with approach #2 (NAS-over-EAP). This figure shows a simple scenario where the UE has a valid security context for the PLMN it wants to connect to. This valid security context exists in the UE e.g. because the UE is registered to the same PLMN via 3GPP access. 
NOTE: The scenario shown in Fig. 6 is the same as the scenario shown in Fig. 3 for approach #1.

As shown in Fig. 6, the IPsec SA establishment with the approach #2 always uses an EAP exchange. In step 3b the N3IWF sends an EAP/5G-Start message to inform the UE that it should start an EAP-5G procedure. The UE responds with an EAP/5G-NAS message which contains Access Network parameters (AN-Params) and a NAS Registration Request message. The AN-Params (defined in TS 23.502, clause 4.2.2.2.2) include information for the N3IWF for routing the NAS Registration Request message to the appropriate AMF in the 5G core network.

After the AMF accepts the Registration Request, it responds with a NAS Security Mode Command (SMC) request and provides to N3IWF the necessary security key (N3IWF key) that is used to validate and calculate the AUTH payloads exchanged with the UE in step 9. After step 9, where the IPsec SA is successfully established between the UE and N3IWF, all subsequent NAS signalling is exchanged over this IPsec SA.
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Fig. 6: Registration with Approach #2 (simple case)

Fig. 7 below illustrates a more complex registration scenario, which is the same as the scenario shown in Fig. 4 for approach #1. In Fig. 7 however there is no need to reject and to re-start the IPsec SA establishment, as in Fig. 4. After the EAP-5G procedure completes (e.g. after the successful authentication and the EAP-Success in step 19b), the IPsec SA is established by using the common security key in the UE and N3IWF. Fig. 7 is based on the normal IKEv2 signalling with an embedded EAP procedure.
It is noted that the authentication procedure in Fig. 7 is based only on EAP-AKA’ which is the only authentication scheme agreed by SA3 for non-3GPP access, see TR 33.899 clause E.2.1 (Interim agreements for authentication). There is no intention to support another authentication scheme except EAP-AKA’. The EAP method for authentication is selected by AUSF.
It is also noted that the AMF/SEAF encapsulates EAP-AKA' packets within NAS Authentication Request/Response messages, as specified in TS 33.501 clause 6.1.3.1 (Authentication procedure for EAP-AKA'):

"The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp."
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Fig. 7: Registration with Approach #2 (more complex case)

As noted above, the EAP-5G method can also be used to perform registration (or service request) via trusted non-3GPP access. An example registration procedure via trusted non-3GPP access is shown below in Fig. 8. In this case the EAP packets are encapsulated within IEEE 802.1X (instead of IKEv2). However, any other layer-2 protocol could be used, e.g. PPP, etc. As shown in Fig. 8, the registration procedure is essentially the same as the registration via untrusted non-3GPP access shown in Fig. 6. After the registration is successfully completed, NAS messages are exchanged between the UE and the trusted non-3GPP access network over the established secure connection, e.g. using IEEE 802.11i security. The UE may send NAS messages over this secure connection to a certain MAC address or IP address.
NOTE: 
Fig. 8 is shown for information only since the trusted non-3GPP access is outside the scope 5GS phase 1 work.
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Fig. 8: Registration via trusted non-3GPP access with Approach #2

The control-plane protocol stacks for Approach #2 are shown in Fig. 9. The EAP-AKA’ is used only when a mutual authentication is required. Also, the EAP-5G is used before an IPsec SA is established between the UE and N3IWF (Fig. 9a). After the establishment of the IPsec SA, all NAS messages are exchanged via this IPsec SA (ESP) and the EAP-5G is not needed any more (Fig. 9b). Whether GRE encapsulation is needed in Fig. 9b is FFS.
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(a) Before the establishment of signalling IPsec SA
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Fig. 9: Protocol stacks for Approach #2
4. Proposal

Based on the above discussion it is proposed to adopt Approach #2 for the following reasons:
1. As shown in Fig. 4 and Fig. 4b, the registration and service request procedures with Approach #1 is not a feasible solution and presents many issues, e.g. (a) requires several rejections of the IPsec SA establishment, (b) executes the EAP-AKA’ procedure not within the same AUTH exchange but across two different AUTH exchanges, (c) may require new parameters sent from AMF to N3IWF in order to help N3IWF decide the error cause to use when rejecting an IPsec SA (which will change the AMF behaviour compared to 3GPP access), etc. Such issues do not exist with Approach #2 (see Fig. 7).
2. The registration and service request procedures with Approach #2 can be very similar over untrusted non-3GPP access and over trusted non-3GPP access. On the contrary, with Approach #1 these procedures will be completely different. 

3. Approach #2 can be implemented over IKEv2, 802.1X, PPP and any other layer-2 protocol that supports EAP encapsulation. 
4. The new EAP method required in Approach #2 to encapsulate NAS messages between the UE and the N3IWF will likely be required anyway to support interworking with trusted non-3GPP access network. This new EAP method is considered very simple because it is used for NAS encapsulation only (not for authentication). It will be defined entirely by 3GPP without any IETF involvement. Actually, 3GPP has already defined a vendor-specific EAP method called EAP-LWA (see TS 33.401, Annex G).
The following changes to TS 23.502 are proposed.
* * * First Change * * * 

4.12
Procedures for non-3GPP access
Editor's note: Including interworking procedures with untrusted non-3GPP access, i.e. the differences south of N2 compared to what is described in other procedures e.g. Registration procedures.

Editor's note: HO/Mobility procedures between 3GPP AN and non-3GPP and vice versa is to be added.

4.12.1
General
4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication). If the UE needs to be authenticated, an EAP-AKA' mutual authentication is executed between the UE and AUSF as shown below. The details of the EAP-AKA' authentication procedure are specified in TS 33.501, clause TBD.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3]. After step 2 all subsequent IKEv2 messages are encrypted and integrity protected by using the established IKE SA.
3.
The UE shall send IKE_AUTH request as defined in RFC 7296[3] and RFC 5998 [4]. The N3IWF shall send an EAP 5G-Start message to inform the UE that it should start an EAP-5G procedure. The UE shall respond with an EAP 5G-NAS message which contains the Access Network parameters (AN-Params) defined in clause 4.2.2.2.2 and a NAS Registration Request message. The AN-Params include information (e.g. SUPI or the Temporary User ID, the Selected Network and NSSAI) that is used by the N3IWF for selecting an AMF in the 5G core network.

NOTE 1: 
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296 (see clause 3.16).

4.
The N3IWF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.5.3.
5.
The N3IWF shall forward the NAS Registration Request received from the UE to the selected AMF.

6.
The selected AMF may decide to request the UE’s permanent identity by sending a NAS Identity Request message to UE. This message and all other NAS messages are sent to UE encapsulated within EAP 5G-NAS. The permanent identity provided by the UE shall be protected as specified in TS 33.501, clause TBD.
7.
The AMF may decide to authenticate the UE. In this case, an EAP-AKA' authentication shall take place between the UE and AUSF. The EAP-AKA' messages are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP 5G-NAS packets. After the successful authentication the AUSF shall send the anchor key (K_SEAF) to AMF/SEAF which is used by AMF/SEAF to derive NAS security keys and a security key for N3IWF (K_N3IWF). The UE also derives the anchor key (K_SEAF) and from that it derives the NAS security keys and the security key for N3IWF (K_N3IWF). The security key for N3IWF is used by UE and N3IWF for establishing the IPsec Security Association (in step 10).
NOTE 2:
Only EAP-AKA' is supported for the authentication of UE via non-3GPP access, as specified in TS 33.501, clause TBD.
8.
After successful authentication, the AMF shall send a Security Mode Command (SMC) request to UE in order to activate NAS security. This request is first sent to N3IWF together with the K_N3IWF key.
9.
Before the N3IWF sends the SMC request to UE, it completes the EAP procedure by sending an EAP-Success message to UE.
10.
The IPsec SA is established between the UE and N3IWF by using the common N3IWF that was created in the UE and was received by N3IWF in step 8. This IPsec SA is referred to as the "signalling IPsec SA". After the establishment of the signaling IPsec SA all NAS messages between the UE and N3IWF are exchanged via this SA and the EAP-5G is not used anymore. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.
Editor’s Note: It is FFS if GRE or another protocol is needed for the encapsulation of NAS messages.
11.
The N3IWF shall forward the SMC request to UE via the established signaling IPsec SA.
12.
All subsequent NAS messages (as specified in clause 4.2.2.2.2) are exchanged between the UE and AMF via the established signaling IPsec SA.
* * * End of Changes * * * 

3GPP

SA WG2 TD


_1559456518.vsd

